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How I was wrong.
Kerberos was my cleanest example of a 2038 protocol problem, for about a year.

WHAT I SAID

Kerberos has a protocol-
level 2038 problem.

Nobody corrected or challenged me. 🥺

WHAT'S TRUE

KerberosTime ::=
GeneralizedTime

YYYYMMDDHHMMSSZ

Not a 32-bit epoch counter. 🙈

The Kerberos protocol is fine.

The problems live where implementations translate
that timestamp into their own native time representation.
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20370913024805Z
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Windows Kerberos' representation of “never”

13 September 2037 02:48:05 UTC
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Steve Syfuhs, Microsoft, on X, via Olaf Hartong's FalconForce article



Hiding in plain sight

Chosen to fit inside Unix 32-bit time, for interoperability.
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TGS-REQ captured 20 Dec 2004, domain W2K3
(Packet decode: EventHelix, eventhelix.com/RealtimeMantra/Networking/ldap/details/8.htm)

Pre-22H2 Windows clients ask for tickets 
valid until 13 September 2037.



In 2037 “never” stops being in the future

13 Sep 2037 · ~02:48:05 UTC
Server 2019: domain logon and Group Policy fail. Server 
2022 reproduces it. (Public report, March 2022.)

“We are quite concerned about the 2037 limit”

— Microsoft, TechCommunity, February 2025

Steve Syfuhs (Microsoft) confirmed to me that this is 
a real pre-Server 2025 boundary.
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Microsoft Q&A · posted Mar 2022 · captured Sep 2026



Moving “never”: 2037 → 2100

≈
2034

Server 2025 extended 
support ends

2037

Old “never”
(pre-2025)

2038

Signed 32-bit time_t 
ends

2100

New “never”
(Win 11 22H2+, 

Server 2025)

2106

Unsigned 32-bit ends
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→

2100 fits unsigned 32-bit,
overflows signed time_t

“Native Windows time will never have a 2038 problem.” — Steve Syfuhs, Microsoft, Sep 2026

“Your intuition is correct: we are quite concerned about the 2037 limit, which is not very far away.  For accounts 
with no password expiry, we moved the Kerberos expiry out to 2100, so that our products will continue working 

past 2037. But some devices do not handle dates properly past 2037.

Our recommendation would be for Cisco and other vendors to update their software to be able to handle dates past 
2037 properly -- for the same reason, because 2037 is not so far away. I'm not sure I would call this a ping-pong 
game -- we all have to work together to handle the 32-bit date limit.” — Michael Bernstein, Microsoft, Feb 2025



The breakage arrived piecemeal

Late 2022 Early 2025

Heimdal #1011 Cisco ISE

Windows tries 9999, settles on 
2100. Heimdal’s maintainer: “a 
year of 2100 will still cause a 

failure.”

Integration with Server 2025 
DCs fails decoding the 2100 

value in the AS-REP

Jul 2025

MIT krb5 list

32-bit clients cannot 
authenticate to Server 2025

Mar 2026

MIT krb5

Commit 7e0e602: “Cap 
decoding GeneralTime when 

time_t is 32-bit”

Predicted in public in 2022. As of 22 Sep 2026: fixed upstream; not yet in MIT stable 1.22.2.
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Same week. Two vendors. Opposite positions.

CISCO SUPPORT CASE
as posted by a customer · Feb 2025

“the issue is on Microsoft 
Side”

Workaround: revert the domain controllers 
to Server 2022.

⇄

MICROSOFT
TechCommunity · 21 Feb 2025

“Our recommendation would 
be for Cisco and other 
vendors to update their 
software.”

Roll back the upgrade to preserve compatibility?
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MIT's fix: just make the error stop

#if SIZEOF_TIME_T == 4
/* ... Clamping the result

* as we do here is not safe ... */
if (memcmp(s,

"20380119031407Z", 15) > 0)
*time_out = (time_t)INT32_MAX;

#endif

krb5 commit 7e0e602 · 23 March 2026 · src/lib/krb5/asn.1/asn1_encode.c (heavily abridged)

“32-bit platforms are 
increasingly rare, and there [sic] 
no negative ramifications are 
known at this time.”

— commit message

Rational triage.
“Rare” depends on what part of 

the ecosystem you can see.
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“…we all have to work together to 
handle the 32-bit date limit.”

— Microsoft, TechCommunity, 21 February 2025

So where's the mechanism?
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Roadmaps. Tooling. Dates. Public messaging.
Same vendor. Same authentication ecosystem. Same years.

NTLM Audit Compatibility features · H2 
2026

Off by default · next major 
release

NTLMv1 Removed · Win11 24H2 / Server 2025 Enforce by default · Oct 2026

RC4 in Kerberos Audit & prepare Enforce · 2026

2037 → 2100 no dedicated roadmap · tooling · inventory guidance · staged migration — that I can find

Forum replies, yes. Machinery, no.
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OLD
POPULATION ? NEW

POPULATION

WHO OWNS THIS?
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2038 is a migration interval
It isn't an instant. It’s an entire problem space.

Feb 2036

NTP era rollover

Sep 2037

Windows' historical 
“never”

Jan 2038

Signed 32-bit time_t

Nov 2038

GPS week rollover

…and those are merely some of the dates we can already name.
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The mineshaft canary
Don't move the clock. Move “never.”

Server 2022 DC Server 2025 DC

Test principal:
password expires

normal date
control

normal date
control

Test principal:
password never expires

2037 “never”
control

2100
the probe

Same client, same Kerberos path, same enctype. Only one cell crosses 2038.
If only that cell fails, that strongly implicates the post-2038 timestamp.

1  One Server 2025 DC (plus a 2022 
baseline) in a lab domain or isolated site. 
Prove which KDC answered.

2  Twin test users: identical except 
password expiry (same enctypes; max 
password age actually applies).

3  Decrypt one reply per cell (keytab + 
Wireshark). Confirm 2100 appears only in 
the probe cell, and that both runs used 
Kerberos with the same enctype.

4  Point real clients at it: appliances, 
Unix/GSSAPI, middleware, NAC, VPN.

FAIL (probe cell only)  →  a post-2038 dependency, 
reproducible today PASS  →  only that this path survived

One dead canary is evidence. A pattern of them is a business case for a Y2038 programme.

Windows is the signal generator. Your other kit is the subject.

If you find one, please let me know.

THOUGHT EXPERIMENT · NOT YET RUN



Three questions to take back

1 What in your estate still uses 32-bit time_t?

2 Where does your fix depend on code you can't see?

3 Who owns the seam between the old population 
and the new one?
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The problem isn't only the old systems or the new 
systems.

It's whether we can cross the distance between them 
before “never” arrives.

That's the mineshaft gap.
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Q&A

Trey Darley
Proper Tools SRL, Brussels

trey@propertools.be

FIRST Time Security SIG · first.org/global/sigs/time

XSTP.epoch · www.itu.int/ITU-T/workprog/wp_item.aspx?isn=23741

IEEE P4150 · standards.ieee.org/ieee/4150/12603/

Vulnerability Abundance · arxiv.org/abs/2604.07539

CVSS v5 · github.com/propertools/CVSSv5/blob/main/draft-darley-cvss-v5-skull-emoji-01.txt

Inventory. Test. Demand proof.
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[propertools.be/talks/vulnopticon-
2026-mineshaft-gap/vulnopticon-2026-

mineshaft-gap.pptx]
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